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Abstract

With growing number of security threats we gradually take network security questions se-
riously into account. The main focus of nowadays security methods and tools is to protect
desktop and servers and usually large high-speed networks. Home networks stay underestima-
ted in a security perspective. Considering a concept of smart homes and intelligent buildings
that are incoming trend of a modern living, the area of the security of Small Office/Home Of-
fice (SOHO) networks and interconnected building automation systems with sensor networks
increases its importance.

We propose to use network monitoring and behavior analysis as tools to understand what
is happening inside the network. The intents of my Ph.D. thesis are to adapt current network
security monitoring methods for the specific needs of the SOHO networks and interconnected
building automation and sensor networks. These methods are currently used for security mo-
nitoring of large-scale network. The research will further include fingerprinting of benign and
malicious behavior of various network devices or the detection of unexpected and potentially
dangerous devices inside the network.

We can use with advantage experiences and knowledge of high-speed networks security
monitoring acquired during the Liberouter research project. Mainly FlowMon, a flow moni-
toring probe developed as part of the Liberouter research activity, can serve as a base for
the development of network behavior monitoring tools and methods for SOHO and building
automation system networks.

Abstrakt

S rostoucim poctem bezpecnostnich hrozeb jiz za¢iname brat otazky sitové bezpecénosti vaz-
n&ji. Hlavni oblasti dnesnich metod a néstroji pro zajisténi sitové bezpecnosti je na jedné
strané ochrana serveril a pracovnich stanic uzivatelti a na druhé strané bezpe¢nost zejména
rozsahlych siti poskytovateli pfipojeni k Internetu. Oblast doméacich siti je z bezpecnostniho
hlediska podcenovana. Pravé oblast domécich siti, siti automatiza¢nich systémi a senzoro-
vych siti, vSak ve spojeni s nastupujicim trendem chytrych domacnosti a inteligentnich budov,
nabyva na dulezZitosti.

Planujeme vyuzit metody a néstroje pro monitorovani sité a analyzu chovani sitového
provozu, které poskytuji nahled na to, co se uvniti sité skutecné déje. Zamérem disertacni
prace je upravit v soucasnosti pouzivané nastroje a metody monitorovani siti pro potieby a
omezujici pozadavky domécich siti a siti automatizacnich systému véetné senzorovych siti.
Tyto metody se v soucasnosti vyuzivaji zejména v rozsdhlych sitich. Vyzkum bude déle
zahrnovat identifikaci a vytvareni profila bézného a Skodlivého chovani sitovych zarizeni anebo
detekci neznamych a potencidlné nebezpeénych zafizeni v siti.

V diserta¢ni praci lze s vyhodou vyuzit zkuSenosti a znalosti z oblasti bezpecnostniho
monitorovani vysokorychlostnich siti nabyté béhem feseni projektu Liberouter. Zejména jeho
¢ast FlowMon, sonda pro monitorovani sitovych tokt, muZe slouzit jako zéklad pii vyvoji
nastroji monitorujicich chovani siti v rdmci systémi inteligentnich budov.



